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1. Aims 

Our school aims to:   

 Have robust processes in place to ensure the online safety of pupils, staff, volunteers and governors 

 Deliver an effective approach to online safety, which empowers us to protect and educate the whole 
school community in its use of technology 

 Establish clear mechanisms to identify, intervene and escalate an incident, where appropriate 

 

2. Legislation and guidance 
TKLV SROLF\ LV EDVHG RQ WKH DHSDUWPHQW IRU EGXFDWLRQ·V (DfE) statutory safeguarding guidance, Keeping 
Children Safe in Education, and its advice for schools on: 

 Teaching online safety in schools 

 Preventing and tackling bullying and cyber-bullying: advice for headteachers and school staff 

 Relationships and sex education  

 Searching, screening and confiscation 

IW DOVR UHIHUV WR WKH DHSDUWPHQW·V JXLGDQFH RQ protecting children from radicalisation. 

It reflects existing legislation, including but not limited to the Education Act 1996 (as amended), the Education 
and Inspections Act 2006 and the Equality Act 2010. In addition, it reflects the Education Act 2011, which has 
given teachers stronger powers to tackle cyber-bullying by, if necessary, searching for and deleting 
LQDSSURSULDWH LPDJHV RU ILOHV RQ SXSLOV· HOHFWURQLF GHYLFHV ZKHUH WKH\ EHOLHYH WKHUH LV D ¶JRRG UHDVRQ· WR GR VR. 

The policy also takes into account the National Curriculum computing programmes of study. 

 

3. Roles and responsibilities  
 

3.1 Headteacher  

Key responsibilities: 

x Support safeguarding leads and technical staff as they review protections for pupils in the home 
and remote-learning procedures, rules and safeguards (see coronavirus.lgfl.net/safeguarding for an 
addendum to policies and an infographic overview of safeguarding considerations for remote 
teaching technology. 

x Foster a culture of safeguarding where online safety is fully integrated into whole-school 
safeguarding 

x Oversee the activities of the designated safeguarding lead and ensure that the DSL responsibilities 
listed in the section below are being followed and fully supported 

x Ensure that policies and procedures are followed by all staff 
x Undertake training in offline and online safeguarding, in accordance with statutory guidance and 

relevant Local Safeguarding Partnerships  
x Liaise with the designated safeguarding lead on all online-safety issues which might arise and 

receive regular updates on school issues and broader policy and practice information 

x TDNH RYHUDOO UHVSRQVLELOLW\ IRU GDWD PDQDJHPHQW DQG LQIRUPDWLRQ VHFXULW\ HQVXULQJ WKH VFKRRO·V 
provision follows best practice in information handling; work with the DPO, DSL and governors to 
ensure a GDPR-compliant framework for storing data, but helping to ensure that child protection is 
always put first and data-protection processes support careful and legal sharing of information 

x Ensure the school implements and makes effective use of appropriate ICT systems and services 
including school-safe filtering and monitoring, protected email systems and that all technology 
including cloud systems are implemented according to child-safety first principles 



x Be responsible for ensuring that all staff receive suitable training to carry out their safeguarding and 
online safety roles 

x Understand and make all staff aware of procedures to be followed in the event of a serious online 
safeguarding incident 

x Ensure suitable risk assessments are undertaken so the curriculum meets needs of pupils, including 
risk of children being radicalised  

x Ensure that there is a system in place to monitor and support staff (e.g. network manager) who 
carry out internal technical online-safety procedures 

x Ensure governors are regularly updated on the nature and effectiveness of thH VFKRRO·V 
arrangements for online safety 

x Ensure the school website meets statutory requirements (see appendices for website audit 
document) 

 

3.2 Designated Safeguarding Lead / Online Safety Lead  

Key responsibilities (remember the DSL can delegate certain online safety duties, e.g. to the online-safety 
coordinator, but not the overall responsibility; this assertion and all quotes below are from Keeping Children 
Safe in Education 2020): 

x ´TKH GHVLJQDWHG VDIHJXDUGLQJ OHDG VKRXOG WDNH lead responsibility for safeguarding and child 
SURWHFWLRQ [LQFOXGLQJ RQOLQH VDIHW\] « WKLV lead UHVSRQVLELOLW\ VKRXOG QRW EH GHOHJDWHGµ 

x Work with the HT and technical staff to review protections for pupils in the home and remote-
learning procedures, rules and safeguards 

x Where the online-safety coordinator is not the named DSL or deputy DSL, ensure there is regular 
UHYLHZ DQG RSHQ FRPPXQLFDWLRQ EHWZHHQ WKHVH UROHV DQG WKDW WKH DSL·V FOHDU RYHUDUFKLQJ 
responsibility for online safety is not compromised  

x EQVXUH ´AQ HIIHFWLYH DSSURDFK to online safety [that] empowers a school or college to protect and 
educate the whole school or college community in their use of technology and establishes 
PHFKDQLVPV WR LGHQWLI\, LQWHUYHQH LQ DQG HVFDODWH DQ\ LQFLGHQW ZKHUH DSSURSULDWH.µ 

x  ´LLDLVH ZLWK VWaff (especially pastoral support staff, school nurses, IT Technicians, and SENCOs, and 
Senior Mental Health Leads) on matters of safety and safeguarding (including online and digital 
safety) and when deciding whether to make a referral by liaising with relHYDQW DJHQFLHV.µ 

x Take day-to-day responsibility for online safety issues and be aware of the potential for serious child 
protection concerns 

x Remind staff of safeguarding considerations as part of a review of remote learning procedures and 
technology, including that the same principles of online safety and behaviour apply 

x Work with the Headteacher, DPO and governors to ensure a GDPR-compliant framework for 
storing data, but helping to ensure that child protection is always put first and data-protection 
processes support careful and legal sharing of information 

x SWD\ XS WR GDWH ZLWK WKH ODWHVW WUHQGV LQ RQOLQH VDIHJXDUGLQJ DQG ´XQGHUWDNH PUHYHQW DZDUHQHVV 
WUDLQLQJ.µ ² see safetraining.lgfl.net and prevent.lgfl.net 

x Review and update this policy, other online safety documents (e.g. Acceptable Use Policies) and the 
strategy on which they are based (in harmony with policies for behaviour, safeguarding, Prevent 
and others) and submit for review to the governors 

x Receive regular updates in online safety issues and legislation, be aware of local and school trends 
² see safeblog.lgfl.net for examples or sign up to the LGfL safeguarding newsletter 

x Ensure that online safety education is embedded across the curriculum in line with the statutory 
RSHE guidance and beyond, in wider school life 

x Promote an awareness of and commitment to online safety throughout the school community, with 
a strong focus on parents, who are often appreciative of school support in this area, but also 
including hard-to-reach parents ² materials at parentsafe.lgfl.net 

x Communicate regularly with SLT and the designated safeguarding and online safety 
governor/committee to discuss current issues (anonymised), review incident logs and 



filtering/change control logs and discuss how filtering and monitoring work and have been 
functioning/helping. 

x Ensure all staff are aware of the procedures that need to be followed in the event of an online safety 
incident, and that these are logged in the same way as any other safeguarding incident. 

x Ensure adequate provision for staff to flag issues when not in school and for pupils to disclose issues 
when off site, especially when in isolation/quarantine/lockdown, e.g. a safe, simple, online form on 
WKH VFKRRO KRPH SDJH DERXW ¶VRPHWKLQJ WKDW ZRUU\LQJ PH· WKDW Jets mailed securely to the DSL 
inbox 

x OYHUVHH DQG GLVFXVV ¶DSSURSULDWH ILOWHULQJ DQG PRQLWRULQJ· ZLWK JRYHUQRUV and ensure staff are 
aware.  

x Ensure the 2018 DfE guidance on sexual violence and harassment is followed throughout the 
school and that staff adopt a zero-tolerance approach to this, as well as to bullying 

x Facilitate training and advice for all staff, including supply teachers: 
o all staff must read KCSIE Part 1 and all those working with children Annex A 
o for all staff to be aware of Annex C (online safety) 
o cascade knowledge of risks and opportunities throughout the organisation 
o refer to cpd.lgfl.net for further information.  

x All online tutors, both those engaged by the school as part of the DfE scheme to be asked to sign 
the contractor AUP. 

 

3.3 Governing Body, led by Online Safety / Safeguarding Link Governor  

Key responsibilities (quotes are taken from Keeping Children Safe in Education 2020) 

x Review the policy with the school 
x Ensure an appropriate senior member of staff, from the school or college leadership team, is 

appointed to the role of DSL [with] lead responsibility for safeguarding and child protection 
(including online safety)  

x Support the school in encouraging parents and the wider community to become engaged in online 
safety activities 

x Have regular strategic reviews with the online-safety coordinator / DSL and incorporate online 
safety into standing discussions of safeguarding at governor meetings  

x Work with the DPO, DSL and headteacher to ensure a GDPR-compliant framework for storing data, 
helping to ensure that child protection is always put first and data-protection processes support 
careful and legal sharing of information 

 

3.4 All staff 

Key responsibilities: 

In 2020 pay particular attention to safeguarding provisions for home-learning and remote-teaching 
technologies (see coronavirus.lgfl.net/safeguarding for an infographic overview of safeguarding 
considerations for remote teaching technology. There are further details in the staff AUP. 

x Recognise that RSHE has been introduced this academic year and that it is a whole-school subject 
requiring the support of all staff; online safety has become core to this new subject 

x UQGHUVWDQG WKDW RQOLQH VDIHW\ LV D FRUH SDUW RI VDIHJXDUGLQJ; DV VXFK LW LV SDUW RI HYHU\RQH·V MRE ² 
never think that someone else will pick it up 

x Know who the Designated Safeguarding Lead (DSL) and Online Safety Lead (OSL) are. (Regan 
Kilpin and Pedro Lima) 

x Read Part 1, Annex A and Annex C of Keeping Children Safe in Read and follow this policy in 
conjunctiRQ ZLWK WKH VFKRRO·V PDLQ VDIHJXDUGLQJ SROLF\ 

x Record online-safety incidents in the same way as any safeguarding incident and report in 
accordance with school procedures.  



x Understand that safeguarding is often referred to as a jigsaw puzzle ² you may have discovered the 
missing piece so do not keep anything to yourself 

x Sign and follow the staff acceptable use policy and code of conduct/handbook  
x Notify the DSL/OSL if policy does not reflect practice in your school and follow escalation 

procedures if concerns are not promptly acted upon 
x Identify opportunities to thread online safety through all school activities as part of a whole school 

approach in line with the RSHE curriculum, both outside the classroom and within the curriculum, 
supporting curriculum/stage/subject leads, and making the most of unexpected learning 
opportunities as they arise (which have a unique value for pupils)  

x Whenever overseeing the use of technology in school or for homework or remote teaching, 
encourage and talk about appropriate behaviour and how to get help and consider potential risks 
and the age-appropriateness of websites. Ensure appropriate filtering and monitoring systems are 
in place 

x When supporting pupils remotely, be mindful of additional safeguarding considerations ² refer to 
the 20 Safeguarding Principles for Remote Lessons infographic which applies to all online learning  

x Carefully supervise and guide pupils when engaged in learning activities involving online 
technology, supporting them with search skills, critical thinking, age appropriate materials and 
signposting, and legal issues such as copyright and GDPR.  

x Be aware of security best-practice at all times, including password hygiene and phishing strategies. 
x Prepare and check all online source and resources before using  
x Encourage pupils/students to follow their acceptable use policy at home as well as at school, remind 

them about it and enforce school sanctions.  
x Notify the DSL/OSL of new trends and issues before they become a problem 
x Take a zero-tolerance approach to bullying and low-level sexual harassment  

x Be aware that you may see or overhear online-safety issues (particularly relating to bullying and 
sexual harassment and violence) in the playground, corridors, toilets and other communal areas 
outside the classroom ² let the DSL/OSL know 

x Receive regular updates from the DSL/OSL and have a healthy curiosity for online safeguarding 
issues 

x Model safe, responsible and professional behaviours In your own use of technology. This includes 
outside the school hours and site, and on social media, in all aspects upholding the reputation of 
the school and of the professional reputation of all staff.  

 

3.5 PSHE / RSHE Lead/s  

Key responsibilities: 

AV OLVWHG LQ WKH ¶DOO VWDII· VHFWLRQ, SOXV: 

x Embed consent, mental wellbeing, healthy relationships and staying safe online into the PSHE / 
Relationships education, relationships and sex education (RSE) and health education curriculum. 
´TKLV ZLOO LQFOXGH EHLQJ WDXJKW ZKDW SRVLWLYH, KHDOWK\ DQG UHVSHFWIXO RQOLQH UHODWLRQVKLSV ORRN OLNH, 
the effects of their online actions on others and knowing how to recognise and display respectful 
behaviour online. Throughout these subjects, teachers will address online safety and appropriate 
EHKDYLRXU LQ DQ DJH DSSURSULDWH ZD\ WKDW LV UHOHYDQW WR WKHLU SXSLOV· OLYHV.µ  

x This will complement the computing curriculum, which covers the principles of online safety at all 
key stages, with progression in the content to reflect the different and escalating risks that pupils 
face. This includes how to use technology safely, responsibly, respectfully and securely, and where 
to go for help and support when they have concerns about content or contact on the internet or 
other online technologies. 

x Work closely with the DSL/OSL and all other staff to ensure an understanding of the issues, 
approaches and messaging within PSHE / RSHE. 

x Note that an RSHE policy should now be included on the school website. 



x Work closely with the Computing lead to avoid overlap but ensure a complementary whole-school 
approach, and with all other lead staff to embed the same whole-school approach 

 

3.6 Computing Lead ² Pedro Lima 

Key responsibilities: 

AV OLVWHG LQ WKH ¶DOO VWDII· VHFWLRQ, SOXV: 
x Oversee the delivery of the online safety element of the Computing curriculum in accordance with 

the national curriculum 
x Work closely with the RSHE lead to avoid overlap but ensure a complementary whole-school 

approach 

x Work closely with the DSL/OSL and all other staff to ensure an understanding of the issues, 
approaches and messaging within Computing 

x Collaborate with technical staff and others responsible for ICT use in school to ensure a common 
and consistent approach, in line with acceptable-use agreements 

 

3.7 Curriculum Managers  

Key responsibilities: 

AV OLVWHG LQ WKH ¶DOO VWDII· VHFWLRQ, SOXV: 

x Look for opportunities to embed online safety in your subject or aspect, especially as part of the 
new RSHE curriculum, and model positive attitudes and approaches to staff and pupils alike 

x Work closely with the DSL/OSL and all other staff to ensure an understanding of the issues, 
approaches and messaging within Computing 

x Ensure subject specific action plans also have an online-safety element 

 

3.8 Network Manager/technician  

Key responsibilities: 

AV OLVWHG LQ WKH ¶DOO VWDII· VHFWLRQ, SOXV: 

x Support the HT and DSL team as they review protections for pupils in the home and remote-learning 
procedures, rules and safeguards (see coronavirus.lgfl.net/safeguarding for an addendum to 
policies and an infographic overview of safeguarding considerations for remote teaching 
technology. 

x KHHS XS WR GDWH ZLWK WKH VFKRRO·V RQOLQH VDIHW\ SROLF\ DQG WHFKQLFDO LQIRUPDWLRQ LQ RUGHU WR 
effectively carry out their online safety role and to inform and update others as relevant  

x Meet the RSHE lead to see how the online-safety curriculum delivered through this new subject can 
complement the school IT system and vice versa, and ensure no conflicts between educational 
messages and practice. 

x Work closely with the designated safeguarding lead / online safety lead / data protection officer / 
LGfL nominated contact to ensure that school systems and networks reflect school policy 

x Ensure the above stakeholders understand the consequences of existing services and of any 
changes to these systems (especially in terms of access to personal and sensitive records / data and 
to systems such as YouTube mode, web filtering settings, sharing permissions for files on cloud 
platforms etc 

x SXSSRUW DQG DGYLVH RQ WKH LPSOHPHQWDWLRQ RI ¶DSSURSULDWH ILOWHULQJ DQG PRQLWRULQJ· DV GHFLGHG E\ 
the DSL and senior leadership team 

x Maintain up-to-GDWH GRFXPHQWDWLRQ RI WKH VFKRRO·V RQOLQH VHFXULW\ DQG WHFKQLFDO SURFHGXUHV 
x To report online-safety related issues that come to their attention in line with school policy 



x MDQDJH WKH VFKRRO·V V\VWHPV, QHWZRUNV DQG GHYLFHV, DFFRUGLQJ WR D VWULFW Sassword policy, with 
systems in place for detection of misuse and malicious attack, with adequate protection, encryption 
and backup for data, including disaster recovery plans, and auditable access controls 

x Monitor the use of school technology, online platforms and social media presence and that any 
misuse/attempted misuse is identified and reported in line with school policy 

x Work with the Headteacher to ensure the school website meets statutory DfE requirements  

3.9 Data Protection Officer (DPO)  

Key responsibilities: 

x Be aware that of references to the relationship between data protection and safeguarding in key 
DHSDUWPHQW IRU EGXFDWLRQ GRFXPHQWV ¶KHHSLQJ CKLOGUHQ SDIH LQ EGXFDWLRQ· DQG ¶DDWD SURWHFWLRQ: D 
WRRONLW IRU VFKRROV· (AXJXVW 2018), HVSHFLDOO\ this quote from the latter document: 

´GDPR GRHV QRW SUHYHQW, RU OLPLW, WKH VKDULQJ RI LQIRUPDWLRQ IRU WKH SXUSRVHV RI NHHSLQJ FKLOGUHQ VDIH. 
LDZIXO DQG VHFXUH LQIRUPDWLRQ VKDULQJ EHWZHHQ VFKRROV, CKLOGUHQ·V SRFLDO CDUH, DQG RWKHU ORFDO 
agencies, is essential for keeping children safe and ensuring they get the support they need. The Data 
PURWHFWLRQ AFW 2018 LQWURGXFHG ¶VDIHJXDUGLQJ· DV D UHDVRQ WR EH DEOH WR SURFHVV VHQVLWLYH, SHUVRQDO 
information, even without consent (DPA, Part 2,18; Schedule 8, 4) When Designated Safeguarding 
Leads in schools are considering whether, or not, to share safeguarding information (especially with 
other agencies) it is considered best practice for them to record who they are sharing that information 
with and for what reason. If they have taken a decision not to seek consent from the data subject and/or 
parent/carer that should also be recorded within the safeguarding file. All relevant information can be 
shared without consent if to gain consent would place a child at risk. Fears about sharing information 
must not be allowed WR VWDQG LQ WKH ZD\ RI SURPRWLQJ WKH ZHOIDUH DQG SURWHFWLQJ WKH VDIHW\ RI FKLOGUHQ.µ 

The same document states that the retention schedule for safeguarding records may be required to be set as 
¶VHU\ ORQJ WHUP QHHG (XQWLO SXSLO LV DJHG 25 RU ROGHU)·. HRZHYHU, VRPH ORFDO DXWKRULWLHV UHTXLUH UHFRUG 
retention until 25 for all pupil records.  

x Work with the DSL, headteacher and governors to ensure frameworks are in place for the 
protection of data and of safeguarding information sharing as outlined above.  

x Ensure that all access to safeguarding data is limited as appropriate, and also monitored and 
audited.  

 

3.10 LGfL TRUSTnet Nominated contacts  

Key responsibilities: 

x To ensure all LGfL services are managed on behalf of the school in line with school policies, 
following data handling procedures as relevant 

x Work closely with the DSL and DPO to ensure they understand who the nominated contacts are 
and what they can do / what data access they have, as well as the implications of all existing services 
and changes to settings that you might request  

3.11Volunteers and contractors (including tutors) 

Key responsibilities: 

x Read, understand, sign and adhere to an acceptable use policy (AUP) 
x Report any concerns, no matter how small, to the designated safety lead / online safety coordinator 

as named in the AUP 
x Maintain an awareness of current online safety issues and guidance  
x Model safe, responsible and professional behaviours in their own use of technology at school and 

as part of remote teaching or any online communications 



x Note that as per AUP agreement a contractor will never attempt to arrange any meeting, including 
tutoring session, without the full prior knowledge and approval of the school, and will never do so 
directly with a pupil. The same applies to any private/direct communication with a pupil. 

 

 

3.12 Pupils 

Key responsibilities: 

x Read, understand, sign and adhere to the student/pupil acceptable use policy and review this 
annually 

x Treat home learning during any isolation/quarantine or bubble/school lockdown in the same way 
as regular learning in school and behave as if a teacher or parent were watching the screen 

x Avoid any private communication or use of personal logins/systems to communicate with or 
arrange meetings with school staff or tutors 

x Understand the importance of reporting abuse, misuse or access to inappropriate materials, 
including any concerns about a member of school staff or supply teacher or online tutor 

x Know what action to take if they or someone they know feels worried or vulnerable when using 
online technology, at school, home or anywhere else. 

x To understand the importance of adopting safe and responsible behaviours and good online safety 
practice when using digiWDO WHFKQRORJLHV RXWVLGH RI VFKRRO DQG UHDOLVH WKDW WKH VFKRRO·V DFFHSWDEOH 
use policies cover actions out of school, including on social media 

x Remember the rules on the misuse of school technology ² devices and logins used at home should 
be used just like if they were in full view of a teacher.  

x Understand the benefits/opportunities and risks/dangers of the online world and know who to talk 
to at school or outside school if there are problems 

 

3.13 Parents/carers  

Key responsibilities: 

x Consult with the schRRO LI WKH\ KDYH DQ\ FRQFHUQV DERXW WKHLU FKLOGUHQ·V DQG RWKHUV· XVH RI 
technology 

x MRQLWRU WKHLU FKLOG·V XVH RI DQ\ APP RU FRPSXWHU SURJUDPPH WR HQVXUH LW LV DJH DSSURSULDWH DQG 
used responsibly  

x Promote positive online safety and model safe, responsible and positive behaviours in their own use 
RI WHFKQRORJ\, LQFOXGLQJ RQ VRFLDO PHGLD: QRW VKDULQJ RWKHU·V LPDJHV RU GHWDLOV ZLWKRXW SHUPLVVLRQ 
and refraining from posting negative, threatening or violent comments about others, including the 
school staff, volunteers, governors, contractors, pupils or other parents/carers.  

x Encourage children to engage fully in home-learning during any period of isolation/quarantine or 
bubble/school closure and flag any concerns 

x Support the child during remote learning to avoid video calls in a bedroom if possible and if not, to 
ensure the child is fully dressed and not in bed, with the camera pointing away from 
beds/bedding/personal information etc. and the background blurred or changes where possible. 

x If organising private online tuition, remain in the room if possible, ensure the child knows tutors 
should not arrange new sessions directly with the child or attempt to communicate privately. 

 

 

 

 



 

3.14 External groups including parent associations ²  

Key responsibilities: 

x Any external individual/organisation will sign an acceptable use policy prior to using technology or 
the internet within school  

x Support the school in promoting online safety and data protection 
x Model safe, responsible, respectful and positive behaviours in their own use of technology, 

LQFOXGLQJ RQ VRFLDO PHGLD: QRW VKDULQJ RWKHU·V LPDJHV RU GHWDLOV ZLWKRXW SHUPLVVLRQ DQG UHIUDLQLQJ 
from posting negative, threatening or violent comments about others, including the school staff, 
volunteers, governors, contractors, pupils or other parents/carers 

 

4. Educating pupils about online safety 
Pupils will be taught about online safety as part of the curriculum: 

 

In Key Stage 1, pupils will be taught to: 

 Use technology safely and respectfully, keeping personal information private 

 Identify where to go for help and support when they have concerns about content or contact on the 
internet or other online technologies 

Pupils in Key Stage 2 will be taught to: 

 Use technology safely, respectfully and responsibly 

 Recognise acceptable and unacceptable behaviour 

 Identify a range of ways to report concerns about content and contact 

By the end of primary school, pupils will know: 

 That people sometimes behave differently online, including by pretending to be someone they are not. 

 That the same principles apply to online relationships as to face-to-face relationships, including the 
importance of respect for others online including when we are anonymous 

 The rules and principles for keeping safe online, how to recognise risks, harmful content and contact, and 
how to report them 

 How to critically consider their online friendships and sources of information including awareness of the 
risks associated with people they have never met 

 How information and data is shared and used online 

 How to respond safely and appropriately to adults they may encounter (in all contexts, including online) 
whom they do not know 

 

The safe use of social media and the internet will also be covered in other subjects where relevant.  

TKH VFKRRO ZLOO XVH DVVHPEOLHV WR UDLVH SXSLOV· DZDUHQHVV RI WKH GDQJHUV WKDW FDQ EH HQFRXQWHUHG RQOLQH DQG 
may also invite speakers to talk to pupils about this 
 

5. Educating parents about online safety 
TKH VFKRRO ZLOO UDLVH SDUHQWV· awareness of internet safety in letters or other communications home, and in 
information via our website or virtual learning environment (VLE). This policy will also be shared with parents. 

If parents have any queries or concerns in relation to online safety, these should be raised in the first instance 
with the headteacher and/or the DSL. 



Concerns or queries about this policy can be raised with any member of staff or the headteacher. 

6. Cyber-bullying 

6.1 Definition 

Cyber-bullying takes place online, such as through social networking sites, messaging apps or gaming sites. 
Like other forms of bullying, it is the repetitive, intentional harming of one person or group by another person 
or group, where the relationship involves an imbalance of power.  

6.2 Preventing and addressing cyber-bullying 

To help prevent cyber-bullying, we will ensure that pupils understand what it is and what to do if they become 
aware of it happening to them or others. We will ensure that pupils know how they can report any incidents 
and are encouraged to do so, including where they are a witness rather than the victim. 

The school will actively discuss cyber-bullying with pupils, explaining the reasons why it occurs, the forms it 
may take and what the consequences can be. Teachers will discuss cyber-bullying with their class, and the 
issue will be addressed in assemblies. 

Teaching staff to use aspects of the curriculum to cover cyber-bullying. This includes personal, social, health 
and economic (PSHE) education, and other subjects where appropriate. 

All staff, governors and volunteers (where appropriate) receive training on cyber-bullying, its impact and ways 
to support pupils, as part of safeguarding training (see section 11 for more detail). 

The school will follow procedures in order to deal with cyber-bullying.  Where illegal, inappropriate or harmful 
material has been spread among pupils, the school will use all reasonable endeavours to ensure the incident is 
contained. 

The DSL will consider whether the incident should be reported to the police if it involves illegal material, and 
will work with external services if it is deemed necessary to do so. 

6.3 Examining electronic devices 

School staff have the specific power under the Education and Inspections Act 2006 (which has been increased 
E\ WKH EGXFDWLRQ AFW 2011) WR VHDUFK IRU DQG, LI QHFHVVDU\, GHOHWH LQDSSURSULDWH LPDJHV RU ILOHV RQ SXSLOV· 
electronic devices, including mobile phones, iPads and other tablet devices, where they believe there is a 
¶JRRG UHDVRQ· WR GR VR. Parents will be contacted In order for permission and, If possible, their presence whilst 
material are looked at.   

When deciding whether there is a good reason to examine or erase data or files on an electronic device, staff 
must reasonably suspect that the data or file in question has been, or could be, used to:  

 Cause harm, and/or 

 Disrupt teaching, and/or 

 Break any of the school rules 

If inappropriate material is found on the device, it is up to the staff member in conjunction with the DSL or 
other member of the senior leadership team to decide whether they should:  

 Delete that material, or 

 Retain it as evidence (of a criminal offence or a breach of school discipline), and/or 

 Report it to the police 

AQ\ VHDUFKLQJ RI SXSLOV ZLOO EH FDUULHG RXW LQ OLQH ZLWK WKH DIE·V ODWHVW JXLGDQFH RQ screening, searching and 
confiscation. 

7. Acceptable use of the internet in school 
All pupils, parents, staff, volunteers and governors are expected to sign an agreement regarding the 
DFFHSWDEOH XVH RI WKH VFKRRO·V ICT V\VWHPV DQG the internet. Visitors will be expected to read and agree to the 
VFKRRO·V WHUPV RQ DFFHSWDEOH XVH LI UHOHYDQW. 

UVH RI WKH VFKRRO·V LQWHUQHW PXVW EH IRU HGXFDWLRQDO SXUSRVHV RQO\, RU IRU WKH SXUSRVH RI IXOILOOLQJ WKH GXWLHV RI 
DQ LQGLYLGXDO·V UROH.   



We will monitor the websites visited by pupils, staff, volunteers, governors and visitors (where relevant) to 
ensure they comply with the above. 

8. Pupils using mobile devices in school 
Pupils in Year 5 and 6 may bring mobile devices into school, but are not permitted to use them during the day. 
Mobile phones will be kept safely in the office and will only be available for emergencies. 

Any use of mobile devices in school by pupils must be in line with the acceptable use agreement  

Any breach of the acceptable use agreement by a pupil may trigger disciplinary action in line with the school 
behaviour policy, which may result in the confiscation of their device and given to the parent at the earliest 
opportunity.  
 

9. Staff using work devices outside school 
Staff members using a work device outside school must not install any unauthorised software on the device 
DQG PXVW QRW XVH WKH GHYLFH LQ DQ\ ZD\ ZKLFK ZRXOG YLRODWH WKH VFKRRO·V WHUPV RI DFFHSWDEle use. 

Staff must ensure that their work device is secure and password-protected, and that they do not share their 
password with others. They must take all reasonable steps to ensure the security of their work device when 
using it outside school. Any USB devices containing data relating to the school must be encrypted. 

If staff have any concerns over the security of their device, they must seek advice from the ICT manager. 

Work devices must be used solely for work activities. 
 

10. How the school will respond to issues of misuse 
WKHUH D SXSLO PLVXVHV WKH VFKRRO·V ICT V\VWHPV RU LQWHUQHW, ZH ZLOO IROORZ WKH SUocedures set out in our 
policies on behaviour and ICT and internet acceptable use. The action taken will depend on the individual 
circumstances, nature and seriousness of the specific incident, and will be proportionate. 

Where a staff member misuses the scKRRO·V ICT V\VWHPV RU WKH LQWHUQHW, RU PLVXVHV D SHUVRQDO GHYLFH ZKHUH WKH 
action constitutes misconduct, the matter will be dealt with in accordance with the staff disciplinary 
procedures/staff code of conduct. The action taken will depend on the individual circumstances, nature and 
seriousness of the specific incident. 

The school will consider whether incidents which involve illegal activity or content, or otherwise serious 
incidents, should be reported to the police. 

11. Training 
All new staff members will receive training, as part of their induction, on safe internet use and online 
safeguarding issues including cyber-bullying and the risks of online radicalisation. 

All staff members will receive refresher training at least once each academic year as part of safeguarding 
training, as well as relevant updates as required (for example through emails, e-bulletins and staff meetings). 

The DSL will undertake child protection and safeguarding training, which will include online safety, at least 
every 2 years. They will also update their knowledge and skills on the subject of online safety at regular 
intervals, and at least annually. 

Governors will receive training on safe internet use and online safeguarding issues as part of their 
safeguarding training. 

Volunteers will receive appropriate training and updates, if applicable. 

 

12. Monitoring arrangements 
The DSL logs behaviour and safeguarding issues related to online safety.  

 

 


